


rogy v B HacTosiLee BpeMs aBNseTCs
AYLWMUM CUCTEMHDBIM MHTETPATOPOM Ha
OMaHAa BbICOKOKBaNIUPULUPOBAHHbIX
/OB U MEHAKEPOB NPOEKTOB, 06/1aAaloLLMUX
M peanusauum KPYnHbIX MPOEKTOB.

[MOBbICUTb AOXOAHOCTb U 3QPEKTUBHOCTb YACTHbIX KOMMNAHUM U TOCY0APCTBEHHbIX
npeanpuaTnm.

COKpaTUTb 3aTpaThl Ha co3fdaHne 1 nogaepraHme NT-UHGPacTpyKTyp.
PeannsoBaTb BHeApeHME 3GPEKTUBHbLIX pelleHn ana undpoBm3aLm 613HeCOB,

MUCCUNA

L',EHHOCTM PYyKOBOACTBYACH MPUHLMMAMU MPO3PAYHOCTI, YECTHOCTM U OTKPBITOCTH, Mbl CTPEMUMCH

OKa3blBaTb YC/Yr1 HA CAMOM BbICOKOM YPOBHE. Mbl MOHUMAaEM, YTO CKOPOCTb MPUHATUS
peweHnn n 6U3HeC-NPoLECCOB OYEHb BaXXKHa B COBPEMEHHOM MUpPeE, MO3TOMY
rapaHTpyemM CBOUM K/IMEHTAM MakCUMasibHO onepaTuUBHbIN U HALEXKHbIN CEPBUC.
B cBOe paboTe Mbl OPUEHTUPRYEMCS Ha MPEAOCTABAEHNN TYHLLNX PELIEHUI 1 CO3OaHNN
MaKCKMa/IbHOM LLEHHOCTMW.

MIRIDIUM
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NeT Ha PbiHKe HaNpPaBAEHNN
PabOTHI
3HAKOBbIX
CTPaTerm4yecKmx KNMEHTOB
npoekTa

20.

TEXHONOMMYECKMX
napTHepa

300-.

POCT 3a 3 rofa




[MPOEKTHAY PABOTA

PaboTast C KaMeHTaMy, Mbl MaKCUMa/IbHO HaleNeHbl Ha To,
4TOObI 3aKa34yMK B KOHEYHOM MUTOre Mnoayyua TO pelleHue,
KOTOPOE MPEBOCXOANNO Obl AayKe ero COHBCTBEHHBIE OXIAAHNS,
Ina 3To Mbl pa3paboTany ONTUMalbHbIM NpPOLECC WU
NPOWHLUMMOBLI, KOTOpble OobecneymBaloT BbliOOp Hambonee
ONTUMANbHOIO W HEMPEnB3ATOro pelweHnsa A19 Halwmx

3aKa34MKOB.
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01. PACCMOTPEHUE TPEEOBAHUU

HadnHaeM ¢ aHanusa TpeboBaHUM O/
Bawwnx 3agady. Mb no3aboTuMcH
O TOM, YTO Obl Bbl IMENM BECH CMEKTP
onuuu, BKIYasa 6onee bayKeTHble
MYNbTUBEHOOPHbIE pelweHns.

02. CONMACOBAHUE NPUOPUTETOB

PaboTaem ¢ Bawvmm cneumanmctamu
4TOObI MOHATL Balluy npropnTeThl 414
OLIEHKV BEHAOPOB.

03. OTBOP nNoaxogAaumnx
BEHAOPOB

Mbl paboTaemM C NUANPYIOUUMUA
NOCTaBUMKAMKU pPelleHunr, a Takke
C HMWEBbBMW BeHAOpPaAMMU,
cneuranmnupyowmnmMmncs Ha y3kmx
0b6NacTaX NPUMEHeHUs 1 reorpapun.

04. 3AMNPOC LEH

3anpawmBaem UeHbl Yy NoaAXOAALINX
BeHOopoB. 4 60MbWNX NPOEKTOB
noMoraemM cdopMMpOBaTSH
cneuydrkaumio, NpeaocTaBgeM 4emMo
Ha TECT U OpraHK3oBbIBaEM BCTPEYY C
npeagcTaBuUTEendaMum BeHAoOpa.

05. CBOP U AHATIN3 MHOOPMALIUU

AHanM3vpyeM MNoCTynBLLME LIEHOBbIE
NPEeOIOXEHUS, CPABHMBASA MO MPUHLIMMY
46N0KKM C 96n10KaMM KW CcO3Jaem
TabamLy CpaBHEHWS.

06. BbIAENIAEM NNIKOCbI U
MUHYCbl CAMbIX BbIT'OAHbIX
PEWWEHUU

VoeHTndnunpyemM npenmylecTBa u
CnaboCcTV NpeanoXXeHmm, KoOTopble
noaxonat noa Bawu TpeboBaHUA

MIRIDIUM

07. BblbOP PELLEHUA

O6cy>K,£I|aeM BCe BapWMaHTHI,
B3BelWMMBaeM BCe Ba/I_IpOTl/lB
1 ornpegeigeMcd C peleHMneM.

08. PUHAJIbHbBIE LLEHbI U
yCnoBuA NOCTABKHU

CornacoBblBaeM JOMONMHUTENbHbIE
CKMAOKN 1 nydwmne yCnoBnA NMoCTaBKM
C BEeHOOPOM.

09. NOANMNCAHUE AOITOBOPA

CocTaBngeM MpoekT A4OroBopa C y4eTOM
Balwwx ycnoBuy no onnaTte, Cpokam
MOCTaBKM U TapPaHTUMHOW TMONNTKKE,
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[bkmne CepTUdruUMpoBaHHbIE
bUHAHCOBbIE NHXXEHEPbI 1 Npeceunn
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Hana)keHHble CBA3M S LIMPOKII CREKTP Bonbluon GoHA,

C BeHgopamu MapKETUHMOBbIX 0b60opYyA0BaHMA
VI ONCTPUEBIOTOPaMK MpOrpamMMm 0118 TECTUPOBaHNS
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YCKOpeHHas NorucTrka oMol B NOArOTOBKE
060PYA0OBAHNSA MO/ 3aKa3 NPOEKTOoB 1 T3 ANs TEHAESPOB




KOMITJIEKCHbIE MOCTABKMU IT ObOPYLNOBAHU4A

KOMMbHOTEPDI MOHOGNOKM ynbTpabyku
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KapTPULKM ceTeBoe 060pyAOBaHME nporpaMMHoe o6ecreyeHmne
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Pa6oTada ¢ HaMu, Bbl nosiyyaeTre:

Bbicokyio cKOpOCTb pa6oTbl
Bpemsa o0bpaboTkm 3anpoca [0 2 Yacos,
BPEeMs NOCTaBKM 1-2 AHS

AKckn3nMBHOE obopyaoBaHue
[oCTaBKM 3KCKIO3MBHOIO 060PYA0BaHMS
n obopynoBaHma End of Life co cknanos
B CLLUA, EBpone, Kutae

Hape)XXHocCTb

3a BbICOKOE Ka4eCTBO paboThl

M pelleHme Ballx 3a4a4 oTBevaeT
Balll MepPCOHA/bHbIN MeHemKep

—° UsbaBneHue oT PyTHHbI

[Moabupaem aHanorn o6opynoBaHMs
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M3 HaTNM4YN4A

SKOHOMMUIO BPEMEHMU

PaclmpeHHoe CepBUCHOE OOCNTYKMBAHME —
NOFUCTUKA HEMCMNPABHOrO 060PY.A0BAHMSA

B CEPBUICHbIV LIEHTP 11 06paTHO

BecnepeboiHyio paboTy 6usHeca
[penocTaBneHne NogMeHHoro
060pYyA0OBaHMS Ha BPEMS PEMOHTA



N
IT AYTCOPCUHT

MPENMMYLLECTBA:

O6cny»kmBaHue no SLA

HenpepbiBHLIN CEPBUC OBCTYXMBAHWS: €3 OTMYCKOB, OONbHNYHbBIX 1 MPOrY/10B.
3aKpenneHHbIN HKeHEP

[puesn nHXeHepa B Te4eHuUr Yyaca

[opsayag nuHUS noaaepkkm — HelpDesk

YananeHHoe aaAMUHUCTPUPOBaHME

HeorpaHnyeHHoe KOMMYeCTBO Bble3[0B

PaboTtaem c HAC
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OBC/NY>XUBAHUE
OPITEXHUKUA

CEPBEPOB

MIRIDIUM

OBCNY>XUBAHUE




OBC/ITY)XXUBAHUE KOMIMbIOTEPOB

O O O O

O

MN1aHOBO-NpodUNaKTUYEeCKne paboThl
MNOArOTOBKA Paboynx MECT 415 HOBbIX COTRYAHMKOB, MEepeHOC KOMMbIOTEPOB;
yCTPaHEHMEe HeNONAA0K, 3aMeHa KOMMIEKTYIOLMX, MOAEPHM3ALMA KOMMbIOTEPOB

NpYBEAEHME NPOrPAMMHOro obecneyeHns KOMNbITEePOB K eAMHOMY CTaHAAPTY
(MpegocTaBngeTcs 3akasz4koM MaK paspabaTbiBaeTCst COBMECTHO)

aOMUHNCTPUPOBAHME NPOrPaMMHOro obecneyeH s KOMMNbioTEPOB
noaaepyKa yaanéHHoro gocTyna

KOHCYNbTUPOBaHME NO/b30BaTENEM

MIRIDIUM



OBC/ITY)XUBAHUE CEPBEPOB

O OO6HOBNEHME CUCTEMHOrO NPOrPaMMHOro obecnedeHus, aHanms >KypHanoB, YCTpaHeHne oWwmbok,
MOHUTOPWHI AOCTYMHOCTU

yCTpaHeH e HencnpaBHOCTEM, 3aMeHa KOMMIEKTYIOLIMX, MOAepHM3aLMs

AOMVHUCTPUPOBaHME
BMPTYa/IbHbIX CEPBEPOB, MPUIOXEHWI, CNY>XO 1 CEPBMCOB

O pe3epBHOE KONMPOBaHMe 1 BOCCTaHOBNIEHME AaHHbBIX

O aOMUHUCTPUPOBaAHKE KOHTPO/Iepa AoMeHa (Active Directory), ynpasneHue y4eTHbIMY 3arncsami
M FPYMNNOBbIMU NOMNTUKAMM

O aOMUHUCTPUPOBaHME CUCTEMblI TEPMUMHA/IbHOIO AOCTYMNa

MIRIDIUM



OBCNTY)XXUBAHUE OPITEXHUKU

YCTaHOBKa U NnepemMelleHmne 0b60pyaoBaHms
YCTpaHeH e HencnpPaBHOCTEM U PEMOHT (B 3aBMCUMOCTM OT CNOXKHOCTW)

aAMUHUCTPYPOBAHKE CNeLmanbHOro NPOrPaMMHOro 0becnevyeHms CETEBOM NevaT U CKaHPOBaH KA

PabOoThl MO 3aMeHe PACXOAHbIX MaTepPVanos;

O O O O O

KOHCY/NbTMPOBaHME Nob3oBaTENEN

MIRIDIUM



NPOEKTUPOBAHUE U COSOAHUE CUCTEM IP BUAEOHABJTIOAEHU4

CUCTEM KOHTPO/S U YNPaBAEHUS AOCTYMOM.
PaspaboTka cuctembl BuageoHabnwoaeHus
3TO K/IIOYEBOM 3TaN CO34AHMA KOMIM/IEKCHOMU
CUCTeMbl 6€30NacCHOCTU O6beKTA.

Ecnu paspa6otke BuaeoHabnwpeHus
6blI0 yAeNneHoO AOoCTaTO4YHOE BHUMaHue,
TO €ro nocneaylmrin MOHTaXK, HaCTPOMUKaA,
a TaK)Ke TexHuyeckoe obcnyxmpaHue u
aKcnayatauma 6yayT nNpoxoauTb rMNagKo m
3¢ PeKTUBHO, AEMOHCTPUPYSA MOJNHYIO
COBMECTUMOCTb U C/IAXKEHHYI0 pa6boTty
obopyaoBaHUSA U KOMIMOHEHTOB, a 3HAYUT
M BbICOKOE Ka4eCTBO OXPaHbl.

!OSﬂ,aHl/le KOMMeP4YeCKOTIo nped/10XXeHn4.

CocTaBneHme TEXHWUYECKOrO 3adaHus.

Cos3pnaHne MNpPoeKTa 1 NoAroToBKa
I'IpOeKTHO-CMeTHOVI AJOKYyMEeHTaunW.

CornacoBaHve MNpPoeKTa 1 BbiIBEeHNe

l OKOHYaTE/IbHOW CTOMMOCTM BHEJPEHWA CMCTEMDI.

MIRIDIUM



NMPEMMYLUECTBA

BO/bLWOW OMbIT MOCTPOEHNSA CUCTEM g CnieumansHble napTHepCKme
R BMOEOHAONOAEHNSA PA3/TMYHOM @ YCNOBUS MO O60PYAOBAHMIO
CNOYXHOCTM
— CepTudnUMPOBaHHbIE CNeUManCThl @f@ [AapaHTU1s Ha NPoM3BEAEHHbIE PABOTHI
x <z N TEXHUYECKOE OOCNYKVBaHME

Cucrembl # pelweHnd Ha OCHoOBe BUAECOaHA/IUTUKH

CurcTeMbl 6€30MacHOCTV Ha OCHOBE PaCno3HaBaHWA JINL,

MHTeﬂﬂeKTyaﬂbHaﬂ CncCTeMa KOHTPOJIA TPaHCIOPTHLIX CPEeACTB

PelweHnsa anga noacyeTa I_IOKyﬂaTeﬂel;l

CucCTeMbl BUAEOAHANTUTUKIM A1 aHaIM3a TOPIroBbIX 30H



MHOOPMALIMOHHAYA BE3OINMACHOCTD

KOHCAJITUHIOBbBIE YCIIYTU CUCTEMbI 3ALLNTbI UHOOPMALIUA MYJIbTUCEPBUCHDbIE PELLEHUA
3almTa nHeopMaLyn B KpUTUHECKOW 3aliMTa oT yTeukm nHhopmaLn KopnopaTuBHble ceTu nepefayn
MHOPPACTPYKTYPE LAHHbIX

CucteMa nageHTndmKaumm 1 ynpasaeHms
Co3gaHme be3onacHoW cpeb AOCTYNOM K KOHOMAEHUMaIbHOW becnpoBoHble ceTu nepefayn AaHHbIX
Pa3paboTKy MHPopMaunm IAM - peleHns KOPMOPATUBHOTO Knacca (Wi-Fi)
3almTa NepCcoHasbHbIX AaHHbIX CospaHue Security operation Center (SOC) [epmMeTparnbHas 3almMTa ceTen

nepeaadn aaHHbIX
ATTecTaums MHGOPMALMOHHBIX CUCTEeM  3allMTa 1 06e3IM4MBAHME KOHQUOEHLMAIbHOM
MHoPMaLMM B Bazax AaHHbIX KoHBepreHTHble TenedoHHbIe CUCTEMDbI

(Ip-TenedoHus)
AHTUOPOL

NCIMONb3YEMbIE TEXHONIOIA: eT pa6ouero BpemeHu - ObservelT, Wallix, Bomgar

OHTPO/b AENCTBUN NPUBENUTrepPOBaHHbIX Nonb3oBaTtenen - InfoWatch
DLP cucrembl - InfoWatch, SolarDLP, DSS
MDM cuctembl - AirWatch, IBM Maas

MIRIDIUM



MOLCOM
NMpoekTupoBaHue n noctpoeHue
6ecnposogHon Wi-Fi cetn n CKC

. MpaButenbcTBO r. MockBa
R . Peanusauus rocyaapcTBeHHOM
v nporpamMmbl r. MockBbl
«be3onacHbin ropoa>

yguTau paGQ'rbl no nop.Kmoqumo
: cépBepos K‘CUCTEMe XpaHeHus
.q%umalx c c\oxpaHeHueM .anHblx

PYCOHEPIOCBDbIT *~ KOMYC reyrin
MHCTaNNAUMSA U HACTPOMKA, - _ DN e o noctpoexHue LO[,
nposepka OTKaBOyCTOW-IMBOCT,V TS P P (r. M>keBck)

CBEPBAHK
MoctpoeHue CKC
B oTAeneHnax 6aHka

M-MJTACTUKA
nocTtpoeHue cuctemsl IP-

BugeoHab6nwoaeHmna n CKC

: nocrpdénué Bonc

AreHTCTBo No UNOTEYHOMY XKUJTULLLHOMY
peputoBaHuio (oM PP)

TexHu4yeckoe o6Ccny)KMBaHUe U PEMOHT
napka KONMPoBasIbHOM TEXHUKMU

MnepmapkeTbl «OKEU>
NOCTPOEHME UHXXEHEPHBIX
CUCTEM B HOBbIX FrMNepMapKeTax
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pla % t .. VTKOHOC:

PocTtenekom

(% cBEPBAHK PeHeccaHc." KIABI

CTPAXOBAHWE
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CISCO == Microsoft
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KOHTAKTDI

EBreHnn Cepreesuy LLlypeHkoB

MeHep,)Kep oTAe/1a npoaax

+7 963 699 55 77
+7 495 134 08 42

shurenkov@miridium.ru

MIRIDIUM
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